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Wondering if the AP is supported in a country?

AP Channel Lookup
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http://apchannels.cisco.com/

Live Protect - Reduce vulnerability risk
without forcing operational disruption

%i— Stop the attack...
but not the network

Live Protect for supported Cisco devices

— LIVE PROTECT

« Lower exposure

* Preserve uptime
CISCO PRODUCTS

* Maintain patch discipline



Live Protect closes the exposure gap,
not the patching process

Disclosure, Shield & patch come together.
Exception: Zero Days

Cisco-validated
Vulnerability Shields
reduce exposure while
teams complete the
permanent software fix

Without Live Protect

With Live Protect
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DEPLOYED COMPLETE
>0

Time to shield

( Active exposure days reduced =

Exposure reduced before patch window

Time to patch

L Time to Patch - Time to Shield

Exposure continues until fixed software is tested, approved and deployed

Permanent fix still needed



Wireless Management Landscape

Wireless Network Management: From Local Control to Cloud and Al

Different operational models can coexist — choose the right control plane per customer architecture, scale, and lifecycle needs.

WLC GUI Catalyst Center Meraki Dashboard - Cloud Control

tv'Q'QJ Controller-local operations On-prem automation & assurance Cloud-managed simplicity _ / Cross-domain cloud visibility

Direct controller configuration Intent-based workflows Unified cloud operations Centralized Cisco cloud experience
RF, WLAN and AP-level operations Wireless assurance and AI-RRM Fast deployment and monitoring Entry point across portfolios
Best for local troubleshooting Lifecycle, compliance and scale Ideal for Meraki-native sites Evolving toward unified control

Device-centric Intent / Assurance Cloud-managed Cloud control

Programmability & Ecosystem

All control planes can be extended with REST APIs, telemetry, 3rd-party IT/OT platforms, and emerging MCP-enabled Al assistants for natural-language
operations.
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Al Assistant - Deep Reasoning - Assurance Health

You

Check overall assurance and let me know why the healthscore drops over the past week

() Al Assistant © Thinking e

Universum — Network Assurance Health Review: Past Week (June 9-16, 2026)
Executive Summary

» Assessed the Universum wireless network (170 AP3800 APs + 2 Catalyst 9800 controllers)
across the past 7 days
Two distinct latency spikes are the primary cause of health score drops: a severe 5-hour
event on June 14 (09:00-14:00 UTC, peak 118 ms) and a sustained degradation on June 15
evening through June 16 early morning (18:00 UTC onward, 30-77 ms, still partially elevated at
time of this report)

The underlying driver Is not device failures — all 172 devices are online — but rather a
recurring DHCP infrastructure problem (175 DHCP failure events over the week, 88% of all
wirgless events) combined with the latency spikes that indicate upstream or backhaul
congestion during those windows

One active configuration warning exists on AP-014 (gateway mismatch, recently added)
Overall connection success rate Is excellent at 99.88% (32,450 successful connections vs. 39
fallures)

Scope

Network: Universum ( L_4006514818499478845 )

Organization: Bestsport, a.s, ( 1772783 )

Assessment window: June 9-16, 2026 (7 days)

Infrastructure: 170 AP3800 access points, 2 Catalyst C9800-40 wireless controllers
Limitations: Configuration change history API retumed 404 (not accessible for this org)
channel utilization history requires per-device queries and was not available at network level
Latency history data bagins June 9 (7-day AP| window)

Findings
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Wi-Fi Performance Validation & Optimization
Audit

Network: Universum (02 Universum, Prague) — Bestsport, a.s. Network ID:
L_4006514818499478845 | Org ID: 1772793 Assessment Period: June 9-18, 2026 (7-day window)
AP Fleet: 170 x Cisco AIR-AP3802 (Wi-Fi 5, dual-band 2.4/5 GHz) | 2 x Catalyst C9800-40
controllers

Executive Summary

« Infrastructure health is excellent: All 170 APs are online with zero offline or alerting devices.
The 24-hour connection success rate is 99.86% (2,157/2,160 attempts).
Two confirmed latency incidents occurred during the assessment window: a 5-hour event on
June 14 (peak 118 ms, 11:00-16:00 CEST) and a 7-hour event on June 15-16 (peak 77 ms, 20:00
CEST-03:00 CEST). Both are upstream/infrastructure events, not RF-layer problems.
RF environment is clean: Channel utilization is extremely low across all 170 APs (2.4 GHz avg
0.8%, 5 GHz avg ~0%). Non-Wi-Fi interference on 2.4 GHz is present but minor (max 5.7% on
any single AP).
Four RF configuration gaps require remediation: band steering is disabled, client balancing is
disabled, 5 GHz channel width is set to "auto” (risks 40 MHz in dense venue), and minimum
bitrate is 11 Mbps on 2.4 GHz (too low for a dense deployment).
DHCP reliability is the primary operational risk: 175 DHCP failure events over 7 days,
concentrated on server 192.168.41.1, with two chronic problem clients. This is the most likely
contributor to the latency incidents.
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Al wireless config recommendations

+
@] ® Enable 6GHz on wireless network

od APs may provde U

Al network optimization
Network Al Agent continually
+ Assesses readiness - network and client change wecurity contigurstion and enebia 6GHz on the selectnd SSID

* Predicts before-and-after performance improvements

» Suggests better configuration recommendations for performance
and security improvements

< Pp >

Types of configuration

Recommendations

« WPA3/6-GHz upgrade

+ 802.11r enablement

» Coverage hole mitigation

+ Transmit power range optimization

* 5-GHz band and channel list optimization

* Flexible Radio Assignment
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Cisco Cloud Control with Al Canvas

The unified operations platform for AgenticOps
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